INTERNATIONAL JOURNAL OF INTELLIGENT CONTROL AND SYSTEMS

VOL. 12, NO. 4, DECEMBER 2007, 351-358

Multi-Party Privacy-Preserving Decision Trees for
Arbitrarily Partitioned Data

Shuguo HAN, and Wee Keong NG

Abstract— Privacy-preserving data mining seeks to empower
conventional data mining techniques with the desirable property
of preserving data privacy during the mining process. Given
existing approaches on privacy-preserving decision tree induction
for horizontally and vertically partitioned data involving multiple
parties, we extend current work to multiple parties holding
arbitrarily partitioned data. Although the extension is relatively
straightforward, the difficulty lies in enabling multiple parties to
securely perform the scalar product operation—a core operation
in decision tree induction. In this paper, we propose the concept
of Pseudo Scalar Product (PSP) to perform the secure scalar
product operation more efficiently than existing approaches.
PSP has computational and communication complexities of O(n)
and O(mn) respectively, compared to O(mn) and O(mn?) for
existing approaches. The protocol for securely performing PSP
is also more secure as it is able to protect each party’s privacy
against up to n — 2 corrupted parties.

Index Terms— Privacy-Preserving Data Mining, Decision Tree,
Arbitrarily Partitioned data.

1. INTRODUCTION

Conventional data mining generally assumes a centralized
server that collects data from multiple parties before perform-
ing data mining on that server. It generally assumes that data
on the server can be shared among all parties. As privacy issues
become more prevalent, this assumption may no longer hold.
For instance, a law enforcement agency may wish to study the
pattern difference between the financial transactions of normal
individuals and known money launderers to better investigate
money laundering [12]. An individual’s financial transactions
may come from banks, credit card companies, tax collection
agencies, and so on. If individuals’ private data are disclosed
to law enforcement agency, their privacy are infringed.

Privacy-preserving data mining (PPDM) was introduced [1],
[9] to enable conventional data mining techniques to preserve
data privacy during the mining process. Much work has been
done to explore privacy-preserving data mining on horizontally
and/or vertically partitioned data involving multiple parties so
that no single party holds the overall data [15]. Figures 1
illustrates horizontally and vertically partitioned data. For
horizontally partitioned data, two parties or more hold different
objects for the same set of attributes. It means each object
in the virtual database is completely owned by one party.
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For vertically partitioned data, two parties or more hold the
different set of attributes for the same set of objects. In
arbitrarily partitioned data, different disjoint portions are held
by different parties. This is perhaps the most general form of
data partitioning, as introduced by Jagannathan and Wright [§]
for two parties. As argued by the authors, although extremely
“patchworked” data is unlikely in practice, it is better suited
to practical settings as a more general model of horizontally
and vertically partitioned data.

The secure scalar product is a core operation in decision
tree induction for vertically partitioned data. Much work has
been done that discussed how the secure scalar product can
be computed for two parties [4], [5], [11], [18]. Vaidya
and Clifton introduced the Secure Set Intersection Cardinality
method to perform secure scalar product for multiple par-
ties [14]. This method has been applied to perform decision
tree induction [13] and association rule mining [14] for
vertically partitioned data, and SVM model construction [17]
for horizontally partitioned data. A major weakness of the
Secure Set Intersection Cardinality is its computational and
communication complexities, which are O(mn) and O(mn?)
respectively, where n is the number of parties and m is the
length of private vectors.

The contribution of this paper is a more efficient method
to perform the secure scalar product operation for multiple
parties. In this paper, we introduce another method called
the Pseudo Scalar Product (PSP) to perform secure scalar
product for multiple parties. We first illustrate how decision
tree induction can be performed for arbitrarily partitioned data
involving two parties, which is similar to the case for vertically
partitioned data. Then, we show how PSP can be extended to
n parties and propose a protocol to securely compute PSP with
computational and communication complexities of O(n) and
O(mn) respectively. This complexity is lower than that of the
Secure Set Intersection Cardinality.

This paper is organized as follows: We first outline related
work. In Section 3, we introduce the concept of the Pseudo
Scalar Product for multi-binary vectors. Section 4 introduces
the proposed approach for computing secure PSP. Section 5
analyzes the complexity and security of the proposed ap-
proach. Finally, we conclude the work in the last section.

2. RELATED WORK

As we are interested in improving the efficiency of the
secure scalar product operation for multiple parties, we briefly
review work on privacy preserving data mining that make use
of secure scalar product for two parties or more. Most of these
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Fig. 1. Privacy-preserving data mining through the partitioning of data.

work are in decision tree induction and association rule mining
where the scalar product is a basic operation.

Lindell and Pinkas [9] proposed a method to induce a
decision tree using the ID3 algorithm for horizontally par-
titioned data based on various cryptographic techniques such
as the oblivious transfer protocol, and oblivious polynomial
evaluation to preserve the privacy of each party’s data. Du
and Zhan [4] addressed the decision tree construction problem
for vertically partitioned data involving only two parties using
the secure scalar product based on a semi-trusted party. The
semi-trusted third party should not collude with either of the
parties and should not learn anything about the private data of
the two parties.

Vaidya and Clifton [11] mined association rules for verti-
cally partitioned data having two parties involving the secure
scalar product. An algebraic solution is given for secure scalar
product that hides private vectors using random values. Vaidya
and Clifton also presented a Naive Bayes classifier [12] that
involves the secure scalar product operation to determine the
probability estimate of each class label.

Du, Han, and Chen [3] proposed secure versions of mul-
tivariate linear regression and multivariate classification for
vertically partitioned data involving two parties. They devel-
oped a practical security model based on a number of building
blocks, such as the secure matrix product protocol and the
secure matrix inverse protocol. Barni, Orlandi and Piva [2]
presented a privacy-preserving neural network involving two
parities under the scenario where one party holds the private
data and the other only has a private neural network that
is used to process the private data. The protocol preserves
the privacy of two parties by secure scalar product protocol,
private polynomial evaluation [10], and so on. Wan et al. [16]
proposed a generic formulation of gradient descent methods
for secure computation by defining the target function as
a composition. They demonstrated its feasibility in specific
gradient descent methods, such as linear regression, and neural
network. The privacy is preserved using secure scalar product
protocols.

Han and Ng [6] proposed a protocol for secure genetic
algorithms for the following scenario: Two parties, each hold-
ing an arbitrarily partitioned data set, seek to perform genetic
algorithms to discover a better set of rules without disclosing
their own private data. The challenge for privacy-preserving
genetic algorithms is to allow the two parties to securely
and jointly evaluate the fitness value of each chromosome
using each party’s private data without compromising their
data privacy. They proposed a new protocol to address this
challenge that is correct and secure. The protocol preserves
the privacy of two parties using secure scalar product protocol.

Han and Ng [7] proposed a protocol for privacy-preserving
self-organizing map for vertically partitioned data involving
two parties. Self-organizing map (SOM) is a widely used algo-
rithm for transforming data sets to a lower dimensional space
to facilitate visualization. The challenges in preserving data
privacy in SOM are (1) to securely discover the inner neuron
from data privately held by two parties; (2) to securely update
weight vectors of neurons; and (3) to securely determine the
termination status of SOM. The authors proposed protocols
to address the above challenges using secure scalar product
protocols as well.

The secure set intersection cardinality was proposed by
Vaidya and Clifton to securely compute the scalar product for
association rule mining [14] and decision tree induction [13]
involving multiple parties. A protocol was proposed by the
authors to compute secure set intersection cardinality; the com-
putational and communication cost are O(mn) and O(mn?)
respectively for n parties with vectors of length m. The
protocol has strong privacy-preserving property as all vectors
are encrypted by all parties based on the commutative one-way
hash function.

Zhong [18] proposed an association rule mining protocol
that is based on homomorphic encryption techniques for
vertically partitioned data involving multiple parties. The
computational and communication complexity are O(n) and
O(mn) respectively for n parties with vectors of length m.
However, the protocol has one privacy problem: The protocol
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requires one party P to generate a key pair (i.e., a public key
and private key) based on a public-key encryption algorithm.
Private data from all other parties are encrypted based on the
public key from Party P. If Party P is dishonest and colludes
with other dishonest parties, the honest party’s private data
may be disclosed.

To the best of our knowledge, the protocol by Zhong [18]
has the lowest computational complexity and communication
cost for performing secure scalar product involving multiple
parties. However, the protocol by Vaidya and Clifton [14] has
the best privacy-preserving feature. In this paper, we propose
a technique for computing secure scalar product involving
multiple parties that has the same communication cost as
Zhong’s protocols and that has as strong privacy as Vaidya
and Clifton’s protocol.

3. PROBLEM STATEMENT

In the section we show how the secure scalar product
is involved in the induction of decision tree for arbitrarily
partitioned data held by two parties. In Section 3.1, we
introduce a binary vector notation for a column of data set
held by different parties. This notation allows us to express
the scalar product of two column vectors of data sets from
different parties—an operation used in evaluating attribute
splits in decision tree induction, as described in Section 3.2.
In Section 3.3, we show how the two-party case is extended
to multiple parties using the concept of PSP.

3.1. Binary Vector Notation for Arbitrarily Partitioned Data

In two-party decision tree induction, each party holds an
arbitrary partition of the original data set S, as shown in
Fig. 2. To represent a column of the data set S held by
different parties, we introduce a binary vector notation below.
Column vectors of data set are involved in the computation
of scalar products, as required in computing measures such as
the information gain or entropy. For the column corresponding
to attribute A of the original data set, we represent the portion
held by Party X (and likewise Party Y) as a set of || A
binary column vectors. Each of these binary column vectors
corresponds to a particular value of A. For instance, for
A = q, the binary column vector for data set X in Party
X is denoted X(a—q) = [1,22,...,Tm]" (m is the number
of tuples in data set X) where

o X[a—q)(i) = z; = 1if (i) attribute A’s value in the i-th

tuple of S is held by another party or (ii) attribute A’s
value is « and is held by Party X.
o X{a—q)(i) = x; = 0 if attribute A’s value is held by
Party X and is not a.
For example, the “Humidity” attribute has two possible values
“High” and “Normal”. Given that there are two parties X and
Y, the “Humidity” column of the original data set is repre-
sented by four binary vectors; two in X and two in Y. Using
the above notation, we represent the portion held by Party
X for the humidity value “High” as X|gumidity=*“High?] =
[1,1,1,1,0]T, since the values of the first, third and fourth
tuples are held by Party Y but not Party X; the second tuple
held by Party X has value “High”; and the last tuple has value

“Normal” rather than “High”. Note that the class attribute is
known to all parties.

When more than one attributes are involved, we use a logical
conjunction of their corresponding binary vectors to obtain a
single binary vector:

X(A=a,B=g] = X[a=a] N X[B=g]

where

Xia=a,8=p](J) = Xja=a](7) N Xip=p(J)

forall 1 < j < m.

Using the above notation for binary column vectors, we are
able to represent the arbitrary column partitions of the original
data set held by each party.

3.2. Decision Tree Construction

In a two-party setting, each party holds an arbitrary partition
of the original data set that is known to the other party. The
objective is for each party to be able to induce a decision
tree based on its own partition and the other party’s partition,
without compromising the privacy of the other party.

We now show how the binary column vectors are used in
decision tree induction. In incremental decision tree induction,
at each stage of splitting a tree node, attributes are evaluated
to determine its “goodness”. The concepts of entropy index
and information gain are commonly used to evaluate the
“goodness” of each possible splits. Given a data set S having
L classes,

- =1 S =3 S
Entropy(S) = _Z (|UC|S|( )| log |UCS( )|> 1)
i=1

where C' is the class label and o is the selection operator (as in
relational algebra). In the example in Fig. 2, C' is “PlayBall”.
In a two-party setting, each party may compute the entropy
of the original data set as the class information is known. So,
Party X computes

Entropy(S) = —3/5log(3/5) —2/5log(2/5)
= 0971

where 3 are 2 are the number of value “No” and “Yes”
respectively.

The information gain for attribute A is:
Gain(S, A) = Entropy(S)
_o(S
-3 (=B puropy(oana(s) @

a€cA

where « is a value of A. We illustrate how Party X securely
computes the information gain Gain(S, Outlook) of attribute
“Outlook” using its own partition and Party Y’s partition
without compromising Y’s data privacy. As “Outlook” has
two possible values “Rain” and “Sunny”, we need to compute
the entropy of S with respect to these two attribute values.
For “Outlook=Rain”, |0[0utiook=“Rain"](S)| is the number of
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[ Day [ Outlook | Humidity [ Wind [ PlayBall |

D1 Sunny High Weak No
D2 Sunny High Strong No
D3 Rain High Weak Yes
D4 Rain Normal Weak Yes
D5 Rain Normal Strong No

Original data set S

[ Day [ Outlook [ Humidity [ Wind [ PlayBall | [ Day [ Outlook [ Humidity [ Wind [ PlayBall |
D1 Sunny - Weak No D1 - High - No
D2 - High - No D2 Sunny - Strong No
D3 Rain - - Yes D3 - High Weak Yes
D4 Rain - - Yes D4 - Normal Weak Yes
D5 Normal | Strong No D5 Rain - No

Data set X held by Party X

Data set Y held by Party YV

Fig. 2. The private data sets of Party X and Party Y. Note that “PlayBall” is the class attribute.

tuples in S whose Outlook attribute has value “Rain”. It is
computed using the secure scalar product as follows:

|J[Out100k: “Rain”| (S) |
X[Outlook:“Rain”] hd Y[Outlook:“Rain”]
= [0,1,1,1,1]" e [1,0,1,1,1]"
= 3.

Similarly

|0[Outlook= “Rain”,PlayBall=“No"| (S) |
and
\0 [Outlook=“Rain” ,PlayBall=“Yes”] (S) \

can be computed using the secure scalar product, whose values
are 1 and 2 respectively. According to Equation 1, we have

Entropy(UOutlook: “Rain” (S))
—1/31log(1/3) — 2/310g(2/3)
= 0.917.

Entropy (0outiook=“Sunny” (S)) can be computed in a similar
manner, whose value is 0. According to Equation 2,

Gain(S, Outlook)
0.971 —2/5 x 0 — 3/5 x 0.917
= 0.42.

Gain(S, Humidity) and Gain(S, Wind) are computed se-
curely by Party X in a similar manner. We choose the attribute
(i.e., Outlook) which has the highest information gain (value
0.42) as the best splitting attribute to split data sets S into
partitions O Qutlook=“Rain” (S) and O Qutlook=“Sunny” (S)

If the data set oOutlook=“Rain”(S) is to be par-
titioned further, Gain(ooutiook=“Rain” (S), Humidity) and
Gain(ooutlook=“Rain” (S), Wind) are computed in a similar
way to select the attribute that yields the highest information
gain. This process can be repeated until the whole tree is built.
For more details, please refer to [4], [13].

3.3. Pseudo Scalar Product

As shown above, the secure scalar product is a core opera-
tion in decision tree induction for arbitrarily partitioned data.
If this core operation can be extended to multiple parties, we
can construct a decision tree for arbitrarily partitioned data
involving multiple parties [13].

Below, we make an observation regarding how the scalar
product for multiple binary vectors is computed. We observe
that the scalar product of two binary vectors Vi and V5 of
length m is equivalent to the number of j’s (1 < j <
m) satisfying V1(j) + Va(j) = 2. For instance, in the
following equation, the value of scalar product is 3 as there
are three j’s (j = 3,4,5) satisfying X{outiook=<Rain"](J) +
Y[Outlook: “Rain”] (.7) =2

X[Outlook: “Rain”] i Y[Outlook: “Rain”] (3)
0 1

Il
— = =
[ )
=)

= 3

This observation provides us an idea of how binary scalar
products for two parties can be extended to multiple binary
vectors as follows:

definition 3.1: Pseudo Scalar Product (PSP): Given n
binary vectors Vi, Vs, ..., V,, corresponding to n parties where
each vector is of size m, the number of j’s, 1 < j < m, such
that -1, V;(j) = n (where V;(j) denotes the jth element
of vector V;) is the Pseudo Scalar Product of these n binary
vectors.

We note that the value of PSP is equivalent to the cardinality
of set intersection [14] of multiple binary vectors. If PSP can
be computed securely and efficiently, then the scalar product
for multiple parties can be determined. In the next section, we
present a protocol for computing PSP securely and efficiently.

4. PROTOCOL FOR COMPUTING SECURE PSP

This section introduces a protocol to compute PSP for n
parties without compromising each participating party’s data
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vector. The protocol requires each party to encrypt its own
private vector before sending to another party. Section 4.1
describes an existing encryption scheme that is used in the
proposed protocol. Section 4.2 presents the secure protocol.

4.1. Homomorphic Encryption

The proposed secure protocol in Section 4.2 requires each
party to send private data to each other. The private data is
encrypted in order to preserve privacy. We use the homomor-
phic encryption scheme, which is a variant of the ElGamal
encryption scheme [18], define as:

Fy(m, k) = (¢™y" mod p, g* mod p) = (G,H)=M (4

where
e y=¢® mod p is a public key; x is a private key in the
range [1, p — 2] and p is a large random prime number;
e m is the message to be encrypted;
e [ is chosen uniformly at random in the range [1, p — 2];
e g is a generator for a cyclic group G whose discrete
logarithm is hard to compute; and
e (G, H are the pair of ciphertexts M (encrypted texts).
The encryption scheme is based on the computational diffi-
culty of computing the discrete logarithm of group G. Given a
prime number p, a generator g and an expression g mod p, it
is computationally difficult to find the value a. The encryption
scheme has the indistinguishability property [18] that any two
different messages will have different ciphertexts. In addition,
it has the additive homomorphic property [18] that can be used
to perform computation on ciphertexts from different parties:

Property 1: [ is additively homomorphic such that for any
two messages m1, ms, two random numbers k1, ko and public

key y,
Fy(ma, k) W F y(ma, ko) = F y(mi +me, ki + k2)
, where & denote the homomorphic addition operator.
Proof:
Fy(ma, ki) W Fy(me, ko)

(G17H1) W (G27H2)

(Gl X GQ,Hl X HQ)
k1+k2

t o0

mi+mo k1+ko

(9 y
& Fy(my+mo, ki + ko)

mod p, g mod p)

Using the above property, two parties who wish to encrypt the
sum of their private data may accomplish this by encrypting
their private data independently.

4.2. Secure PSP Protocol

In this section, we describe a protocol to compute PSP
securely. We assume the following assumptions/tasks are per-
formed:

1) Non-sensitive information such as the number of parties
n and the length of each vector m is known to all the
parties.

2) An global ordering is imposed on all parties such they
are globally numbered from 1 to n.

3) All parties use the same public key y, the generator g
and prime number p.

Recalling the definition of PSP (Section 3.3), to determine
the scalar product of n binary vectors V; (1 <7 < n), we only
need to determine the number of j’s such that ) ., Vi(j) =
n. In the multi-party scenario, each binary vector V; is held
by Party P;. In order to perform the required summation, each
party P; sends a partial sum of its binary vector element V;(5)
and the summation of binary vectors of all preceding parties
Z;_:ll V.. (4) to the next party in the global party order, starting
with Py, for each j.

As this is to be done securely, each party P; introduces
a random number 7;(j) to each binary vector element V;(j)
to prevent the next party from guessing his binary vector
elements. The random number is arithmetically added to the
binary vector element and the sum is encrypted before sending
to the next party. At the same time, party P; also sends an
encrypted partial sum of n, r;(j), and all the preceding random
numbers 71(5),72(7), ..., ri—1(j)-

Party P, fires up this process and after one round of secure
information passing, the two encrypted sums (binary vector
elements + random numbers, and n + random numbers) are
routed back to P, for each j. Party P; now compares the two
encrypted sums. If they are the same, then we have just found,
in a secure manner, a j value that satisfies Y., V;(j) = n.

However, using the same set of random numbers for the
binary vector elements and n may compromise P;’s data
privacy, as P» is able to guess P;’s random number 71 (j)
and subsequently, V;(j). This is unfairness to the first party.
Hence, no party will want to assume the role of the first
party. To overcome this problem, we use a different set
of random numbers 7 (j),75(4),...,7.(j) for passing the

T n

encrypted value of n. The protocol is described below:
Protocol: (Secure Pseudo Scalar Product Protocol)

Input: n parties, each having a private binary vector V; (1 <
i < n), public key y, generator g and prime p.

QOutput: Pseudo-Scalar Product, which corresponds to the
scalar product of the n binary vectors.

Steps:
1) Set PSP = 0.
2) forj=1,2,...,m
a) Party P; generates two random numbers 71 (j) and

k1(j) which are uniformly distributed in interval
[1, p—2]. It computes the sum of its binary vector
element and the random number s;(j) = V1(j) +
r1(j). It encrypts the sum as F,(s1(j), k1(j)) =
S1(j) (Eq. 4). Party P; sends Sy(j) to Party Ps.
Party P, now generates another random number
4 (4) which is uniformly distributed in interval [1,
p — 2]. It computes the sum ¢ (j) = n + r|(j).
It encrypts the sum as F,(t1(j), k1(5)) = T1(j)-
Party P; sends T} (j) to Party Ps.

b) for ¢ =2, ..., n (may be performed concurrently):
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Party P, generates two random numbers r;(j) and
k;(j) which are uniformly distributed in interval
[1, p—2]. It computes the sum of its binary vector
element and the random number s;(j) = V;(j) +
(7). It encrypts the sum as F ,(s;(j), ki(j)) =
Si(4)-

Party P, now generates another random number
ri(j) which is uniformly distributed in interval
[1, p — 2]. It encrypts it t;(j) = ri(j) as
Fy(ti(5), ki(4)) = T:(5)-

c) for i =2, ..., n: After Party P; receives S;_1(j)
and T;_1(j) from the preceding Party P;_;, it
computes S;(j) = S;(j) W S;—1(y) and T;(j) =
T;(j) WT;—1(j) and then sends them to the next
Party P(i+1) mod n)-

d) for : = 1, 2, ..., n (may be performed con-
currently): Party P; encrypts the previously gen-
erated random numbers wu;(j) = r;(j) (as
Fy(ui(4), ki(4)) = Us(4)), and v;(j) = ri(j) (as
Fy(i(i), ki(5)) = Vi(G))-

e) for ¢+ = 1, 2, ..., n: After Party P; receives
S((iflJrn) mod n) (]) and T((i71+n) mod n) (.7)
from Party P(i—14n) mod n)» it computes
Sz(J) = ‘/2(.7) &2 S((i—1+n) mod n)(]) and
TZ(]) - U() W T((’L 1+n) mod n)(]) and then
sends S;(j) and T5(j) t0 P(i+1) mod n)-

f) After receiving Sy, (j), T,,(j) from Party P, Party

Py checks if S,(j) = T,(j). If so, Party P;
increases PSP by 1.

end for
3) return PSP

5. PROTOCOL ANALYSIS

In this section, we show that the protocol for computing the
Pseudo Scalar Product is correct and privacy-preserving.

5.1. Correctness

We prove that the output from the protocol is the PSP that
is defined in Section 4.2. For each element j of the binary
vectors, Party P; eventually receives the two ciphertexts Sy, (j)
and T,,(j):

Su(d) = FV()+ +Vn( ) +r() +- () +
(i) + 7 (d): 2k1(4) + -+ + 2k (4))
To(j) = f(n+?"1( ) et ra(d) +
() + o+ 1), 2k () 4 -+ 2kn(4))

Based on the indistinguishability property of the encryption
scheme, Sy, (j) = T,,(j) if and only if Vi (j) + -+ V,(j) =
n. Party P} will check whether the two ciphertexts are the
same. If so, the value of PSP is increased by 1 according
to the definition in Section 4.2. Therefore, PSP is correctly
computed.

5.2. Complexity

We derive the computational complexity and communica-
tion cost of the protocol.

Computational Complexity: To compute the PSP for m
elements of n binary vectors, the protocol iterates m times
(Step 2). At each iteration, Step 2(a) requires two encryptions;
its complexity is O(1). Step 2(b) encrypts 2(n — 2) times.
However, these encryptions can be performed concurrently as
described; so the complexity is O(1). Step 2(c) performs the
W operation 2(n — 2) times; its complexity is O(n). Step 2(d)
performs 2n encryptions. Again, these operations can be done
concurrently; so the complexity is O(1). Step 2(e) performs
the W operation 2n times; its complexity is O(n). All the m
iterations can be computed concurrently as well. Therefore,
the overall computational complexity is O(n), which is much
lower than the O(mn) complexity of Vaidya and Clifton [14]
and is equivalent to the one by Zhong [18].

Communication Complexity: At each iteration, only Steps
2(c) and 2(e) transfer ciphertexts 4n — 2 = 2(n — 1) + 2n
times. If the number of bits to encode each ciphertext pair is
¢, then the overall communication cost is 4cmn bits, with a
complexity of O(mn). This is much lower than the O(mn?)
complexity of Vaidya and Clifton [14] and is equivalent to the
one by Zhong [18].

5.3. Privacy Preservation

We first show a privacy problem of the protocol given
in [18] for vertically partitioned data involving multiple parties
as it is competitive with ours in the term of complexity.
While Zhong has only illustrated his idea for three parties,
we generalize the key idea of the protocol for n parties as
follows to show the privacy problem.

To set up the protocol, P; generates the public key y and
private key x and sends the public key y to all other parties.

1) Party P; encrypts each element V;(j) individually using
the public key and sends encryption pairs of all elements
V1(j) 1 <j < m) to Party Ps.

2) for¢ = 2,...n—1. After receiving the encryptions from
Party P;_,, Party P; computes the encryption pairs of
Vi(i)Va(d) ... Vi(y) 1 < j < m) for element j by
proposed steps and sends the encryptions pairs to Party
P, i+1-

3) Party P,, computes the encryption pair of the sum of all
elements: s = 370 {(Vi(§)Va(4) - .- Va(§)}-

4) Party P, computes the encryption pairs of r(s —t — k)
for 1 < k < m. It sends these m encryption pairs back
to P; where r is a private constant known only by Party
P, and t is the predefined threshold. And P; decrypts
r(s—t—k) (1 <k <m), checks whether one of them
is 0. If so, the s will be larger than t.

Please refer to [18] for the details of the correctness of the
protocol. Here we analyze the privacy problem. If we have a
closer look, we find the role of Party P, who has the private
key is very crucial. If the first party is dishonest, and colludes
with two neighbors P;_; and P, of the Party P;, the private
vector of Party P; will be easily disclosed.
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Next, we show the privacy preservation analysis of the
proposed protocol. According to the manner in which data
is arbitrarily partitioned, each party holds a number of binary
vectors for each column of the original data set (Section 3.1).
To compute the scalar product of the set of binary vectors
corresponding to a particular value « of an attribute A, the
proposed protocol is executed to determine the PSP. To show
that data privacy is preserved, we show that the binary vector
elements (0 or 1) are not compromised.

Each time the protocol is executed for element j of a set
of n binary vectors, random numbers are generated and used
at each of its n iterations to hide the vector elements V;(j)
(1 < 4% < n). Furthermore, only the encrypted sum of vector
elements and random numbers are sent to another party. In
conjunction with the encryption scheme, it is impossible for
any colluding parties to guess the value of the vector elements.
Therefore, each party’s data privacy is protected against up to
n — 1 colluding parties, assuming there is at least one honest
party.

In the protocol, Party P; plays the role of checking whether
>, Vi(j) = n. We want to show further that the protocol
protects data privacy against up to n — 2 colluding parties. We
consider two cases when P is not a colluding party and when
P, is a colluding party.

For the first case, since P; is not colluding, it will not
disclose whether Y 7" | V;(j) = n. So, data privacy is pre-
served and we may conclude that each party’s data privacy is
protected against up to n — 1 other colluding parties.

For the second case when P; is colluding, privacy is not an
issue if >0, Vi(j) # n. If D1, Vi(j) = n, then P; knows
that the vector element of each of the n parties is 1. For each of
the other n— 1 parties having vector element 1, its private data
partition may either contain or not contain the actual attribute
value (Section 3.1). In either case, the party may be honest or
colluding. Hence, there are 4 sub-cases to explore. Assuming
that all binary vectors in consideration pertain to attribute A
and value «, we have:

1) Party Z holds « in its private data partition and it is
honest. As a may only be held by one party, if Party
Z is the only honest party, then P; will know that Z
has « in its partition. Hence, Party Z’s data privacy is
lost. As such, the protocol requires that there is at least
two honest parties (equivalently, at most n — 2 colluding
parties) so that P; will not know which of the honest
parties holds « in its partition.

2) Party Z holds « in its private data partition and it is
colluding. Since Z is colluding, we generally disregard
its need for data privacy.

3) Party Z does not hold « in its private data partition and
it is honest. Since Z does not hold «, there is no privacy
issue.

4) Party Z does not hold « in its private data partition
and it is colluding. Since Z is colluding, we generally
disregard its need for data privacy.

On the whole, even when P, is colluding, the protocol protects
data privacy against up to n — 2 colluding parties.

5.4. Other Application: Association Rule Mining

To mine association rules, the measures of support and
confidence are commonly used to determine whether an
association rule {(A = a) = (B = ()} is interesting. Both
measures are defined as follows:

—a.B=3(S
support = 171a=a.B=5)(5)]
m
—a.B=5(S
confidence = M
|o1a=a) (5)]

For instance, to compute the support and confidence of the
rule

{(Outlook = “Rain”) = (PlayBall = “Yes”)}

|U[Outlook: “Rain”,PlayBall=“Yes”] (S) |
and
‘U[Outlook: “Rain”] (S) |

have to be computed. Similarly with the manner in Section 3.2,
they can be computed using the secure scalar product protocol
whose values are 3 and 2 respectively. So,

support = X[Outlook:“Rain”,PlayBall:“Yes”] d

Y[Outlook: “Rain”,PlayBall=“Yes”]
2

= - =04
5

and
confidence = )([Outlook:“Rain’7 b Y[Outlook:“'Rain”

2

= - =0.67.
3

Using the secure scalar product, we are able to compute
the confidence and support of rule {(Outlook = “Rain”)=
(PlayBall = “Yes”)} without disclosing any private data set
to the other. To extend privacy-preserving association rule
mining, protocol to compute PSP can be applied.

6. CONCLUSIONS

Secure scalar product is a known core operation in de-
cision tree induction and other data mining techniques for
vertically partitioned data where each data partition is held
privately by one party. Although extensions have been made to
multiple parties and arbitrarily partitioned data, we discussed
limitations of existing work in terms of their computational
complexity and privacy-preserving quality.

In this paper, we proposed a secure protocol to compute the
Pseudo-Scalar Product for multiple parties holding arbitrarily
partitions of data. We showed that determining the PSP yields
the scalar product of binary vectors. The proposed protocol is
as efficient as the best existing protocols for performing the
same task, and as secure against colluding parties as the most
secured protocols for performing the same task so far.
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